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Sender opens email application 



SI 



Fig. 2 



Fig. 2A 



Fig. 2B 



Prepares email 
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S3 



Clicks send button 



OR 



Sender is asked if 
wants to use Postal 
Services (option) 



Selects to use ePostal Services, with 
tool bar button or from menu bar 



Yes 



S4 



ePostal Selection of Services window opens 



No 



Email is sent by 
email application to 
Sender ISP 



Sender selects ePostal services for the 
particular email within the selections window, 
and clicks a continue button 

Choice of services categories include: 
Special marking, value and priority indicators 
Encryption 

Certification of Sender 

Notifications to Sender of Recipient's receipt 

and opening of eLetter 

Pre-paid replies 



ePostal s/w begins to prepare for processing eLetter 



1 


f 


Checks if Recipient has ePostal account; if not or unknown, Sender given choices about 

ePostal options 




r 



Checks if Sender has sufficient ePostal credits for postage; if not, Sender assisted in 
purchasing more credits at ePost Office and the credits are added to his account 



Confirmation window opens indicating services selected and ePostal fees - Sender 

asked to confirm and send email 



Yes 


< 


Confirm/Send 




No 




► 



Replacement Sheet 



Fig. 2B 



3/15 



Sender identifies what he wants to do: 

- Does not want to use ePostal Services for this 
email and exits process, or 

- Wants to change services selected. Makes 
revisions and proceeds with confirm and send 



ePostal s/w continues to prepare eLetter for sending, including: 

- Performs other communications with ePost Office as required 

- Tags eLetters with selected services and other information for ePost Office 

- Perform selected certification of Sender 

- Apply selected encryption services 

- ePostal credits are deducted from Sender account information 

- Other account records at Sender computer are updated 

- Determine appropriate means for sending eLetter to ePost Office, such as by 
normal email SMTP or standard web messaging HTTP 

- Prepare document to send 



1 

Encrypted eLetter rep 


r 

ository updated, if required 






eLetter sent to ePost Office via email or browser application 



eLetter put into ePostal Sent Items 1 


r 

'older as default, or as designated by Sender 




r 


Track returned notifications from Recipient, as required 




f 


Perform admin and maintenance activities to keep Sender account and s/w current 




r 



Assist Sender in communications and interactions with ePost Office, as needed 



Work seamlessly with Sender email and browser applications 
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Fig. 3 




ePO receives S 


r 

ender's eLetter 


> 




Screening for technical risk 



Verification and approval of Sender's email 



Identification of selected services, and confirmation and collection of fees 



If eLetter encrypted, prepare for processing 



1 

Screen for < 


r 

:ontent risk 




r 


Does Recipient has ePostal account 



Yes 



No 
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1 






f 


Process all selected non-encrytpted 
services including tagging, priority and 
security indicators, computer 
authentication, sender certification, 
notifications, pre-paid replies, and date/ 
time stamp of ePO processing 




Identify Sender choices for 
processing email 




r 




Apply Sender choices 




r 




Send Recipient via his ISP Sender's 
email and/or notification of how to 
access Sender's eLetter at ePO 




r 


Tag eLetter with admin and maintenance 
info for Sender's ePostal s/w 








> 


r 


Perform encryption service, if requested 




Provide access at ePO for Recipient 
to see eLetter 




f 


Complete any other special delivery 
instructions 




> 


f 




Send eLetter to Recipient via Recipient ISP 





Other ePQ s/w functions Include; 

, i 

Facilitate new user sign up and provide Sender/Recipient softrware 



Communicate with Senders/Recipients and their ePostal s/w 
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r 


Communicate with Senders/Recipients and their ePostal s/w 




f 


Update Sender/Recipient ePostal s/w 




f 


Perform official review of eLetter date/time stamps 




r 


Perform official review of secured eLetter content 




f 


Provide for Sender/Recipient purchase of ePostal credits 




f 


Forward Recipient notifications to Sender 




f 


Maintain Recipient incentive accounts 




r 


Provide on-line Help to ePostal system users 
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Fig. 4A 
Fig. 4A-1 
Fig. 4A-2 



Recipient with ePostal account and software 



Recipient receives email from its ISP, including any eLetters 



ePostal software identifies all eLetters as they arrive from ISP 




eLetters are sorted and separated apart from all other email into 

special folders 



ePostal markings, value and priority indicators are applied to eLetters 
so as to visually differentiate them 



Custom sorting of non-ePostal email e.g. into known and unknown 

Senders, if requested 



Performs other email management and eliminations,such as of non- 
ePostal and unknown Senders, if requested 



4 

Identifies all ePostal services selected by Sender 



Displays date and time stamp of ePO processing 



Authenticates Sender computer 



1 


r 


Identifies Certifi 


cation of Sender 



Fig. 4A-2 8 / 
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ePostal software notifies Recipient new eLetters have arrived from 

ePO 




f 


Decrypts eLetters when required 




f 


Maintains encrypted eLetter repository if designated 




f 


Identifies opened eLetters and administers ePostal incentive credits, 

if service requested 




f 


Sends notifications of receipt/opening to ePO 




t 


Assists Recipient in responding to pre-paid reply eLetters 




r 


Assists Recipient in communicating and performing admin tasks with 
ePO such as purchase of ePostal credits and updates in software 






Works seamlessly with Recipient email and browser applications 
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Recipient without ePostal account and software 



Recipient receives email from its ISP 



Without Recipient ePostal s/w , there is no special identification and sorting of 
emails from the ePO in the Recipient's email application 



Recipient sees what options Sender selected with ePO 
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Examples of Sender options 
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ePO forwards em< 
behalf o 


r 

ail to Recipient on 
f Sender 







ePO forwards email to Recipient on 
behalf of Sender 



Also alternatively, with second email 
from ePO emphasizing importance 
and value of Sender's email 



With second email offering Recipient 

option of verifying email was 
processed by ePO. Using a code in 
the ePO email, Recipient can see 
Sender's email at the ePO 



Sender's email has some but limited 
benefits of ePostal system, such as 
screening for technical and content 

risk, but Recipient cannot verify 
email was actually processed by the 
ePO with all related security benefits 



Recipient obtains eLetter directly 
from ePO website,, with most 
eLetter features including: technical 
and content screening, value and 
priority indicators, pre-paid replies 
through ePO, and encryption 
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Sender uses a web browser to "go" to ePost Office 






At ePO website, Sender signs in, identifies himself and 
creates eLetter using ePostal website tools 




r 


Website tools have same features/benefits as with Sender 

ePostal software 




f 


ePO checks Sender account for ePostal credits - Sender 
purchases more if necessary 




f 


Sender confirms services and sends eLetter 




f 


ePO performs required services and admin actions such as 
debiting ePostal credits 







ePO sends eLetter to Recipient 
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Recipient uses a web browser to "go" to ePost Office 




f 


At ePO website, Recipient signs in and identifies himself 




f 



Recipient accesses his eLetter folders. Only email at ePO 
for Recipient are eLetters processed by ePO while Recipient 

has ePO Box 



1 


r 


Recipient reads and processes eLetters with ePostal 
website tools 




f 


ePO performs all requested services and admin actions as 

required 
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